TOWN OF FLORENCE
775 NORTH MAIN STREET
P.O. BOX 2670
FLORENCE, AZ 85132
PHONE: 520-868-7500
FAX: 520-868-7564

MEMORANDUM

To: Bruce Walls, Town Manager
From: Trenton Shaffer, Information Technology Director
Date: February 18, 2025

Re: Information Technology Monthly Report for February 2025

IT Helpdesk Metrics (30 Days)

Total

Bl 231 - Tickets created
B 208 - Of them closed
23 - till open

Tickets per day
= Tickets created ~( Tickets closed Tickets taken (started)

2_79/.2325 2/11/2025 2/13/2025 2/15/"2025 2/174;2D25

09 ‘/ - - b
1/20/2025 1/22/2025 1/24/2025 1/26/2025 1/28/2025 1/30/2025 2/1/2025 2/3/2025 2/5/2025 2/7/2025

Active tickets
= Active tickets ~() Active tickets that were reopened (after being closed)

(4]
1/20/2025 1/22/2025 1/24/2025 1/26/2025 1/28/2025 1/30/2025 2/1/2025 2/3/2025 2/5/2025 2/7/2025 2/9/2025 2/11/2025 2/13/2025 2/15/2025 2/17/2025

("Active tickets" are the tickets that were "active" that day, where "active” - simply means any status but "closed").



Distribution of tickets per day of month
-0 Tickets created Tickets closed

Network Report

Summary

The network security systems are actively protecting against threats with no detected viruses and all identified
intrusions successfully prevented. Over 4.4 million objects were scanned by the antivirus, with only two left
unscanned for further review. Web filtering and application control effectively restricted access to
unauthorized content, blocking over 2.8 million applications and 101,853 web requests.

Botnet and Tor exit node detection actively blocked suspicious activity, preventing nearly 459,000 source IPs
associated with botnets and over 3,000 Tor-related connections. Geolocation filtering played a significant role
in security, blocking over 101 million high-risk source IPs.

Overall, the network remains secure with effective threat mitigation. Continued monitoring, policy
adjustments, and a review of blocked and unscanned items will help maintain optimal security.

Detailed Statistics

1. Gateway Antivirus
e Objects Scanned: 4,420,055
¢ Objects Not Scanned: 2
e Viruses Found: 0
Notes:
The Gateway Antivirus scanned over 4.4 million objects without detecting any viruses, indicating a clean
environment. The two unscanned objects were reviewed to ensure they are not security risks.

2. Intelligent Antivirus
e Objects Scanned: 28
e Viruses Found: 0
e \Viruses Suspected: O
Notes:
No viruses were detected or suspected. The number of scanned objects is significantly lower than the
Gateway Antivirus due to more targeted behavioral-based scanning.

3. Intrusion Prevention System (IPS)
e Scans Performed: 106,714,202
¢ Intrusions Detected: 68
e Intrusions Prevented: 68
Notes:
All detected intrusions attempts were successfully prevented, and reviewed.



4. Web Requests

o Total Requests: 247,266,176

¢ Denied Requests: 101,853
Notes:
Only a small fraction of total web requests were denied, most traffic was deemed legitimate. Further review of
denied requests is performed to help identify potential security concerns or misconfigurations. No security
concerns were identified.

5. Botnet Detection
e Source IPs Scanned: 467,213,013
e Source IPs Blocked: 458,817
¢ Destination IPs Scanned: 295,934,393
o Destination IPs Blocked: 0
Notes:
A significant number of source IPs were blocked, indicating potential botnet activity. However, no destination
IPs were blocked, indicating that outbound traffic is not showing signs of botnet communication.

6. Tor Exit Node Detection
e Source IPs Scanned: 481,086,055
e Source IPs Blocked: 3,027
Notes:
A small number of source IPs were blocked due to Tor exit node detection, which helps prevent anonymity-
based attacks and unauthorized access attempts.

7. Application Control
e Scans Performed: 257,010,879
¢ Applications Detected: 256,829,946
¢ Applications Denied: 2,801,784

Notes:
A large volume of applications was detected, with over 2.8 million denied. Application control policies are
actively restricting unauthorized or risky applications.

8. Geolocation Filtering
¢ Source IPs Scanned: 448,811,706
e Source IPs Blocked: 101,200,145
« Destination IPs Scanned: 448,686,882
¢ Destination IPs Blocked: 23,731,868
Notes:
A substantial number of source and destination IPs were blocked due to geolocation policies, this is a
proactive security measure against traffic from high-risk regions.

Capital Improvement Plan (CIP) Status Report — FY25

1. Desktop Computers
e Year-to-Date (YTD) Budget: $75,000.00
e YTD Actual Expenditures: $42,940.53



e Status: Ongoing
Progress:
IT Technicians continue replacing desktop computers on a weekly basis. Out of the 65 scheduled for
replacement this fiscal year, 41 have been completed, leaving 24 remaining. The project is progressing steadily
within the allocated budget.

2. Server Infrastructure
o Description: Network/Server Infrastructure
e YTD Budget: $150,000.00
e YTD Actual Expenditures: $3,861.09
e Status: Initial Phase Completed, Equipmenpent Specification Completed, Ongoing
Progress:
Emergency battery backup arrays have been ordered and installed within the data center enclosures to support
the upcoming implementation of new server and network infrastructure.
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