TOWN OF FLORENCE
775 NORTH MAIN STREET
P.O. BOX 2670
FLORENCE, AZ 85132
PHONE: 520-868-7500
FAX: 520-868-7564

MEMORANDUM

To: Bruce Walls, Town Manager

From: Trenton Shaffer, Information Technology Director

Date: March 26, 2025

Re: Information Technology Monthly Report for March 2025

IT Helpdesk Metrics (30 Days)

Summary

Between February 25 and March 26, 2025, the helpdesk received a total of 290 new service tickets and
successfully closed 298. On average, the team handled about 10 tickets opened and 10 tickets resolved per
day, indicating that closures kept pace with, and slightly exceeded, new requests. This balance helped
minimize the accumulation of unresolved issues.

Key Takeaways

e Steady Volume: Daily ticket creation averaged around 9.7, demonstrating a consistent demand for
service.

o Timely Resolutions: Daily ticket closure averaged around 9.9, reflecting strong follow-through and a
minimal backlog.

e Forward-Looking Opportunities: To further optimize response times, Town staff is exploring additional
automated triage tools and flexible staffing strategies that match resource levels to peak demand
periods.

Overall, these metrics suggest that our helpdesk is effectively managing daily service requests. As we continue
to refine processes and implement new technologies, we anticipate even quicker resolutions and sustained
service quality.
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Network Report

Summary

The network security systems are actively defending against threats with no viruses detected and all 2,813
intrusion attempts successfully prevented. The Gateway Antivirus scanned over 7.7 million objects, with only
six left unscanned for further review. Intelligent Antivirus scanning confirmed no suspicious or malicious
activity. Web filtering and application control continue to enforce access policies, blocking over 2.8 million
unauthorized applications and 189,422 web requests.

Botnet and Tor exit node detection remain critical components of the security posture. Nearly 657,000 source
IPs were blocked due to suspected botnet activity, and 5,921 Tor-related connections were denied. Outbound
traffic continues to show no signs of compromise. Geolocation filtering remains highly effective, with over 113
million high-risk source IPs and nearly 35 million destination IPs blocked based on geographic criteria.

Overall, the network remains secure with comprehensive and effective threat mitigation across all monitored
vectors.

Detailed Statistics

1. Gateway Antivirus
e Objects Scanned: 7,748,368
e Objects Not Scanned: 6
e Viruses Found: 0
Notes:
The Gateway Antivirus scanned over 7.7 million objects and found no viruses. The six unscanned objects were
reviewed to ensure they were not bypassing protections.

2. Intelligent Antivirus
e Objects Scanned: 74
e Viruses Found: 0



e Viruses Suspected: 0
Notes:
No malicious activity was found. The Intelligent Antivirus scanned a small number of objects, typically focused
on deeper behavioral analysis or targeted inspection.

3. Intrusion Prevention System (IPS)
¢ Scans Performed: 191,800,639
¢ Intrusions Detected: 2,813
¢ Intrusions Prevented: 2,813
Notes:
All detected intrusions were successfully blocked, indicating effective performance of the IPS.

4. Web Requests
o Total Requests: 448,510,207
o Denied Requests: 189,422
Notes:
Less than 0.05% of web requests were denied, showing that most internet activity is within policy, with a
manageable level of filtering.

5. Botnet Detection
e Source IPs Scanned: 804,754,210
e Source IPs Blocked: 656,944
e Destination IPs Scanned: 565,110,036
o Destination IPs Blocked: 0
Notes:
A significant number of source IPs were blocked, indicating attempted communications linked to botnet
activity. No destination IPs required blocking, meaning outbound botnet traffic has not been detected.

6. Tor Exit Node Detection
¢ Source IPs Scanned: 804,386,129
e Source IPs Blocked: 5,921
Notes:
Connections from Tor exit nodes were actively blocked, helping prevent anonymous or potentially malicious
traffic from entering the network.

7. Application Control
e Scans Performed: 463,704,988
e Applications Detected: 463,397,680
e Applications Denied: 2,801,784
Notes:
Millions of applications were reviewed, with over 2.8 million denied. This reflects strict policy enforcement for
unauthorized or high-risk applications.

8. Geolocation Filtering
e Source IPs Scanned: 749,134,472
e Source IPs Blocked: 113,584,273
¢ Destination IPs Scanned: 748,936,610
« Destination IPs Blocked: 34,766,396



Notes:
Geolocation filters remain a key component in threat mitigation. High volumes of traffic from blocked regions
were prevented from establishing connections both inbound and outbound.

Capital Improvement Plan (CIP) Status Report — FY25

1. Desktop Computers
e Year-to-Date (YTD) Budget: $75,000.00
e YTD Actual Expenditures: $60,383.93
e Status: Ongoing
Progress:
On track to complete this fiscal year, minimal number of systems remaining to be replaced.

2. Server Infrastructure

o Description: Network/Server Infrastructure

e YTD Budget: $150,000.00

e YTD Actual Expenditures: $5,829.01

e Status: Initial Phase Completed, Equipmenpent Specification Completed, Ongoing
Progress:
Emergency battery backup arrays have been ordered and installed within the data center enclosures to support
the upcoming implementation of new server and network infrastructure. Majority of server infrastructure to be
purchased /received April 2025. Installation and Configuration of new infrastructure May 2025. Project on track
for completion this fiscal year.



