TOWN OF FLORENCE
775 NORTH MAIN STREET
P.O. BOX 2670
FLORENCE, AZ 85132
PHONE: 520-868-7500
FAX: 520-868-7564

MEMORANDUM

To: Bruce Walls, Town Manager

From: Trenton Shaffer, Information Technology Director
Date: May 27, 2025

Re: Information Technology Monthly Report for May 2025

IT Helpdesk Metrics (30 Days)

Summary

From April 28 to May 28, 2025, the helpdesk received a total of 221 new service tickets and successfully closed
230. On average, approximately 7.4 tickets were opened daily, and about 7.7 were resolved daily,
demonstrating consistent effectiveness in handling incoming issues and maintaining manageable workloads.

Key Takeaways

e Consistent Demand: Daily ticket creation averaged approximately 7.4 tickets per day, reflecting steady
but manageable support demands.

o Efficient Resolution: The daily closure rate averaged approximately 7.7 tickets, consistently exceeding
the creation rate, indicating efficient operations and a reduction in active issues.

e Active Tickets Managed: The average count of active tickets decreased slightly to approximately 73,
showcasing improved management of ongoing tickets and quicker resolutions.

Overall, these insights reflect robust helpdesk operations with opportunities for targeted improvements to
ensure continued high-quality service to the Town.
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Active tickets
Active tickets ~O~ Active tickets that were reopened (after being closed)
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that were "active" that day, where "active” - simply means any status but "closed")

Distribution of tickets per day of week
80 ~O-~ Tickets created ~O- Tickets closed

Network Report

Summary

The Town’s layered network security systems continue to operate effectively with no virus infections,
confirmed malware events, or file-based threats. Gateway Antivirus scanned over 11.3 million objects with
zero detections, and only eight objects were left unscanned. IntelligentAV also reported no viruses or
suspicious files across 44 scanned objects.

Intrusion Prevention blocked all 61 detected threats from over 237 million scans. Web access control remains
strong, with 254,063 requests denied out of 728 million total. Application Control and Geolocation Filtering
continued enforcing policy compliance, with high detection volumes and selective blocking of unauthorized
applications and high-risk IP addresses.

Botnet Detection and Tor Exit Node Monitoring remain active safeguards, blocking nearly 1.5 million malicious
source IPs and 393 anonymized connection attempts, respectively. APT Blocker performed over 1,600
behavioral scans with no threats identified, reinforcing that the network has not been subject to any
sophisticated file-based attacks.

All systems are fully updated with the latest definitions, signatures, and databases, ensuring the network
remains protected from both known and emerging threats.

Detailed Statistics

1. Gateway Antivirus

o Objects Scanned: 11,310,747

o Objects Not Scanned: 8

o Viruses Found: 0

o Signature Version: 25.052.21.415
2. IntelligentAV

o Objects Scanned: 44

o Viruses Found: 0

o Viruses Suspected: 0

o Update Version: 25.052.21.500
3. Intrusion Prevention Service

o Scans Performed: 237,367,907



o Intrusions Detected: 61
o Intrusions Prevented: 61
o Signature Version: 18,370
4. WebBlocker
o Total Requests: 728,963,638
o Denied Requests: 254,063
5. File Exceptions
o Files Allowed: 0
o Files Dropped: 0
6. Botnet Detection
o Source IPs Scanned: 938,833,859
o Source IPs Blocked: 1,415,448
o Destination IPs Scanned: 837,016,916
o Destination IPs Blocked: 46,886
o Database Version: 23.012
7. Tor Exit Node Detection
o Source IPs Scanned: 937,981,615
o Source IPs Blocked: 393
o Database Version: 23.012
8. Application Control
o Scans Performed: 750,590,159
o Applications Detected: 750,162,578
o Applications Denied: 0
9. Geolocation
o Source IPs Scanned: 894,600,000
Source IPs Blocked: 89,703,849
Destination IPs Scanned: 893,794,000
Destination IPs Blocked: 9,186,000
Database Version: 25.052.23
10. APT Blocker
e Scans Performed: 1,664
e Prevented/Quarantined Objects: 0
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Capital Improvement Plan (CIP) Status Report — FY25

1. Desktop Computers
e Year-to-Date (YTD) Budget: $75,000.00
e YTD Actual Expenditures: $75,000.00
e Status: Completed

Progress:

Project has been completed.

2. Server Infrastructure
o Description: Network/Server Infrastructure
e YTD Budget: $150,000.00
e YTD Actual Expenditures: $5,829.01



e YTD Encumbered Expenditures: $139,000.00

e Status: Ongoing, final equipment to be purchased June 2025
Progress:
Emergency battery backup arrays have been ordered and installed within the data center enclosures to support
the upcoming implementation of new server and network infrastructure. Core firewall purchased and installed in
production. Two remaining items to be purchased June 2025. Project on track for completion this fiscal year.



