TOWN OF FLORENCE
775 NORTH MAIN STREET
P.O. BOX 2670
FLORENCE, AZ 85132
PHONE: 520-868-7500
FAX: 520-868-7564

MEMORANDUM

To: Bruce Walls, Town Manager

From: Trenton Shaffer, Information Technology Director
Date: Jul 24, 2025

Re: Information Technology Monthly Report for June 2025

IT Helpdesk Metrics (30 Days)

Summary

From June 1 to June 30, 2025, the helpdesk received a total of 250 new service tickets and successfully closed
263. On average, approximately 8 tickets were opened and about 8.5 were resolved each day, demonstrating
efficient handling of incoming requests and proactive backlog management.

Key Takeaways

o Stable Demand: Daily ticket creation averaged approximately 8.1 tickets per day, indicating steady
support needs.

o Effective Resolution: Daily ticket closures averaged approximately 8.5 tickets, surpassing new tickets
and effectively reducing outstanding issues.

o Improved Active Ticket Management: Active ticket count averaged around 66, reflecting improved
management and quicker issue resolution compared to previous months.
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("Active tickets" are the tickets that were "active" that day, where "active" - simply means any status but "closed").
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Network Report

Summary

The Town’s cybersecurity systems continue to demonstrate strong, proactive threat mitigation with no virus
infections, file-based threats, or confirmed malware detected. Gateway Antivirus scanned over 1.6 million
objects, leaving only one unscanned, while IntelligentAV scanned more than 11,000 objects without finding
any suspicious or malicious files.

Intrusion Prevention successfully detected and blocked all 243 intrusion attempts from over 153 million scans.
Application Control and WebBlocker services continued enforcing usage policies, with 4,779 web requests
denied and over 130 million applications reviewed with no unauthorized use detected.

Botnet Detection remains a critical component of the network's defense, blocking more than 740,000
malicious source IPs and 18,608 destination IPs. Tor Exit Node Detection identified and blocked 97
anonymized connection attempts, while the APT Blocker reviewed over 15,000 files with no threats found.

Geolocation filtering was active across more than 328 million scanned IPs, though no connections were
blocked this cycle, indicating clean geographic traffic. All systems report current software, definitions, and
threat intelligence databases.

The network remains stable and secure, with effective perimeter defenses and no indicators of compromise.
Continued monitoring, combined with updated signature and detection databases, ensures the Town remains
well-protected against both conventional and emerging cyber threats.



Detailed Statistics

1. Gateway Antivirus
e Objects Scanned: 1,629,939
e Objects Not Scanned: 1
e \Viruses Found: 0
2. Intelligent Antivirus
e Objects Scanned: 11,538
e Viruses Found: 0
e Viruses Suspected: 0
3. Intrusion Prevention Service (IPS)
e Scans Performed: 153,431,481
¢ Intrusions Detected: 243
e Intrusions Prevented: 243
4. WebBlocker
e Total Requests: 127,311,572
e Denied Requests: 4,779
5. File Exceptions
e Files Allowed: 0
e Files Dropped: 0
6. spamBlocker
e Total Messages Processed: 0
e Spam Confirmed / Blocked / Quarantined: 0
7. Botnet Detection
e Source IPs Scanned: 179,592,468
e Source IPs Blocked: 741,773
e Destination IPs Scanned: 151,497,625
e Destination IPs Blocked: 18,608
8. Tor Exit Node Detection
e Source IPs Scanned: 177,111,338
e Source IPs Blocked: 97
9. Application Control
e Scans Performed: 130,918,360
e Applications Detected: 130,859,309
e Applications Denied: 0
10. Geolocation Filtering
e Source IPs Scanned: 164,154,728
e Source IPs Blocked: 0
o Destination IPs Scanned: 164,288,237
o Destination IPs Blocked: 0
11. APT Blocker
e Scans Performed: 15,194
e Prevented / Notified / Quarantined Objects: 0



Capital Improvement Plan (CIP) Status Report — FY25/26

1. Desktop Computers
e Year-to-Date (YTD) Budget: $75,000.00
e YTD Actual Expenditures: SO
o Status: Requisitioned

2. Server Infrastructure
e Description: Network/Server Infrastructure
e YTD Budget: $150,000.00
e YTD Actual Expenditures: $0
e Status: Planning Phase

3. GIS GPS RTK Antenna/Receiver
e Description: GPS Equipment for GIS related mapping field work
e YTD Budget: $60,000
e YTD Actual Expenditures: $0
e Status: Requisitioned, awaiting placement on future council agenda

4. Town Phone System
o Description: New phone system for Town operations
e YTD Budget: $350,000
e YTD Actual Expenditures: $0
e Status: RFP Preparation

5. Town Website
e Description: New Town Website
e YTD Budget: $50,000
e YTD Actual Expenditures: $0
e Status: Planning Phase

6. Agenda Management Software
e Description: Software for managing agendas, agenda placement and viewing
e YTD Budget: $50,000
e YTD Actual Expenditures: $0
e Status: Planning Phase
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